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1 EXECUTIVE SUMMARY 

Additive manufacturing produces components on a timescale much faster than current 

qualification and certification regimes can provide confidence in the ability of those components 

to perform their intended function. Because additive manufacturing produces the material at the 

same time as geometric and functional features, a new approach is needed to realize the 

potential defense industry benefits of AM parts which can be produced quickly, via distributed 

production, at the point of need, or in small lots. It is not tenable to spend a year qualifying a 

component which took only days to design, manufacture, and test. 

This roadmap provides a stepwise approach to integrating AI/ML and ICME model-based 

approaches into the current process. The key roadmap tasks below are designed to 

incrementally demonstrate that this hybrid model-based approach can reduce needed test 

quantities and samples.  

A. Model Foundations and Data Infrastructure for Hybrid Qualification 

A1. Develop a secure data infrastructure to collect AM data at the point of creation. 

A2. Capture and manage metadata necessary for rational causal relationships. 

A3. Identify the most impactful data elements and variables to reduce complexity. 

A4. Unify heterogeneous data into a pedigree of specification, manufacture, and testing. 

A5. Stress-test and mature a common data model and dictionary for AM data. 

A6. Build AI/ML pipelines which can be trained on this dataset. 

B. Benchmarking against State of the Art 

B1. Develop a statistical baseline for the methods used in legacy qualification. 

B2. Develop open interfaces/APIs to integrate ICME simulation into the toolchain.  

B3. Generate synthetic data to fill in portions of the dataset which are insufficient. 

B4. Mature data infrastructure to enable AI/ML training on distributed datasets. 

B5. Integrate AI/ML models and ICME into a closed-loop unified toolchain. 

B6. Demonstrate a hybrid approach to achieve same confidence with fewer samples. 

C. Desired Future State and “Born Certified” 

C1. Generate large volumes of synthetic data to fully populate the dataset with examples to 

cover the full domain of the problem space. 

C2. Leverage graph knowledge and LLMs to build causative knowledge of AM data elements 

as relates to output quality. 

C3. Demonstrate the ability of an AM system with a pre-trained model of operation to 

produce a trustworthy estimate of component quality or fatigue life. 

These tasks represent a significant effort over multiple years with many stakeholders. 

Collaboration will be required between QualCert community, the DoD, industry, academia, and 

research consortia. This roadmap charts a course for collaboration based on creation of an 

integrated toolchain founded on principles of interoperability, privacy, federation, and the need 

to balance resources with demonstrated benefits. It advocates for a structured, rational 

approach to moving industry and certificatory body consensus towards the desired future state. 

If enough is known about the relationships between production and output quality, parts coming 

off the line are “born certified”. 
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2 INTRODUCTION 

2.1 Problem Space 
 

The current-state process of certifying an additively manufactured component and validating its 

production system is extremely time- and labor-intensive. Multiple rounds of sample production, 

destructive testing, and analysis are performed to quantify and mitigate the risk of the produced 

part failing to meet necessary requirements. The current state regimen was predicated on prior 

manufacturing technologies like machining and forging which enable certification of raw material 

before its delivery to manufacturers, assuming the material properties will largely remain the 

same during shape-making or processing steps. However, this is not possible in additive 

manufacturing—the material properties, microstructure, and performance characteristics of the 

material are developed simultaneously with the geometric and functional features of the 

component.  

Component qualification and certification (QualCert) is a multidisciplinary task, involving the 

expertise and consensus of professionals in structures, microchemistry, metallurgical, and 

analytical communities. Developing this consensus for additively manufactured components is 

incredibly challenging, due to a variety of factors. Firstly, additive manufacturing has a vast 

number of interrelated data elements and simultaneous variables which can be monitored but 

the QualCert community does not yet have a comprehensive understanding of those which are 

most important. The complexity of additive manufacturing systems is such that there is currently 

no simple method to test whether the system is in a “healthy” state. By way of analogy, when a 

lathe is commissioned, it is a very simple task to place a dial indicator on the spindle to check 

runout and therefore understand that the machine is likely to produce good parts There is no 

comparable test for AM systems and similarly there is no common framework for creating a 

component pedigree across production phases and platforms. This has resulted in manual data 

combination and analytics in order to characterize the system as a “unique snowflake,” which is 

not extensible. This lack of correlation between process parameters and final quality means that 

even in cases where attributes are known to have deviated, there is no simple way to 

understand whether that variance will affect the final part’s requirements compliance. These 

factors combine to influence the current state of AM process qualification; requiring substantial 

non-recurring engineering (NRE) and sometimes taking >18 months, at a cost of $1.5M or more 

(Benedict, 2022). 

Although the problem is particularly severe in Additive Manufacturing, all manufacturing 

technologies suffer from these inefficiencies at modifying, transitioning, or ramping certified 

processes into production. The challenge is greatest for complex processes where many 

parameters, data elements, and simultaneous factors influence the final outcome—additive 

manufacturing falls into this category, but so do e.g. bioreactors or other complex systems with 

a high degree of unobservable behavior. Even for better understood traditional manufacturing 

processes like machining, many processes are “locked down” via process controls and system 

qualification that do not permit deviation. The industry trusts that the outcome is within 

requirements because manufacturers are able to demonstrate through trial and error that the 

process is repeatable. However, this reliance on empirical data and test-driven validation has 

also led to brittle lock-in that makes the industry less efficient and more vulnerable to disruption. 

There is a huge potential in utilizing additively manufactured parts to support maintenance and 

repair operations for orphaned components, for example, but it is not tenable to spend a year 
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and a half certifying a component that takes just hours or days to manufacture and for which the 

Department of Defense (DoD) may only require a handful of units per year. This constraint 

impairs the ability of the US manufacturing industry to meet DoD demand for mission-critical 

parts and prevents the adoption of game-changing logistics approaches (such as point-of-need 

manufacturing). 

 

2.2 Opportunity Area – Desired Future State 
 

The ability to effectively leverage additive manufacturing (AM) technologies hinges on quickly 

identifying, prioritizing, and communicating essential information required to manufacture parts. 

Capturing the right data during the manufacturing process may allow organizations to qualify 

structural parts for use straight from the manufacturing process, without the need for repetitive 

evaluation or lot acceptance testing. Currently the ability to generate, identify, prioritize, 

disseminate, reuse, and qualify AM data is challenging and time consuming but the advent and 

maturation of supporting technologies like AI/ML show promise in reducing this burden. If a 

machine learning algorithm or model is well-trained on a sufficiently sized and well-posed 

dataset, then in theory it could detect complex patterns of interaction between process 

parameters and other variables. This ultimate long-term vision is sometimes described as “born 

certified” (Oak Ridge). 

Advanced process qualification approaches, such as integrated computational materials 

engineering (ICME) and data-driven machine learning have been studied to reduce non-

recurring engineering. These techniques have shown promise; however, certifying bodies have 

yet to approve these methods as a means of process qualification. The prior state of the art was 

predicated on stepwise validation from raw materials through finished part which occurred on a 

similar timescale to the manufacturing & process engineering necessary to qualify it. The advent 

of AM technology now enables manufacturers to produce a component in days or weeks—but 

the qualification process still takes months or years. 

Transitioning from a testing-driven approach to a model-assisted approach for validation, 

verification and certification has the potential to greatly accelerate the speed of this process and 

improve its efficiency. If the distributed and flexible capabilities of additive manufacturing can be 

reliably combined with trusted models of component performance based on need, many 

significant capabilities could be unlocked. In the long term this would enhance the DoD’s ability 

to develop, maintain, and sustain the many systems which comprise our national defense.  

 

2.3 Challenges, Barriers, and Gaps 
 

Achieving the potential promise of this hybrid approach combining model-based and test-driven 

validation must first overcome significant challenges. They can be broadly categorized into 

social/political, operational, economic, and technological. A high-level overview of some of the 

most significant challenges is below along with references to deeper research efforts. 

The community of qualification and certification relies on expert consensus which is generally 

slow to change. The professionals in this community see themselves as guardians of human life 

and their reticence to accept unproven technologies is a reasonable function of that role. 
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Overcoming this political challenge requires a disciplined, stepwise approach with high integrity 

and transparency.  

Involving QualCert community stakeholders in the process is critical as they are both the 

gatekeepers of acceptance and those with the best understanding of the current state of the art. 

Understanding the statistical underpinnings of the current regime (why were X samples 

determined to be sufficient for Y confidence?) will provide the ability to benchmark hybrid 

approaches in a quantitative way. This requires open sharing of data and knowledge including 

the initial methodology to decide upon quantity of samples for testing. There have been several 

successful efforts at flight-certifying AM components such as the NAVAIR demonstration of a 

MV-22B Osprey with AM parts and those working groups would be an ideal first source of 

collaborators (NAVAIR, 2016). 

The need to produce a full pedigree of a component and its manufacture including raw material 

provenance is a significant operational challenge because it requires collaboration between 

disparate supply chain partners who sometimes do not have direct relationships. Manufacturing 

operations (part build, hot isostatic pressing, machining, polishing, etc.) performed on a part are 

often done so by different organizations or tiered suppliers. This requires maintaining one-to-

many relationships between build plates containing multiple components which are separated 

and individually processed. These barriers are compounded by cybersecurity requirements of 

these data which may be very large and contain sensitive/CUI content. 

Finally, there is a need for more standardization and standards-compliance in data formats, 

ontologies, and taxonomies to enable interoperability and semantic (machine-readable) versions 

of information/reports which were previously only consumed by human evaluators. This is 

necessary to manage the burden of data mapping when onboarding new supply chain members 

or integrating new data sources. It will be necessary to create an environment and framework 

where all commercial AM equipment original equipment manufacturers (OEMs) can provide 

access to machine parameters in a format that is easily exchangeable, communicable, and non-

proprietary. Standardization of on-machine monitoring outputs provided by AM system vendors 

would aid this effort, such as compliance with the NIST AM-Common Data Model & Data 

Dictionary (AM-CDM & AM-CDD) (Li, 2023) and development of a Common Data Exchange 

Format (CDEF). This foundational work is well underway but will require further extension and 

stress-testing through direct utilization. 

Covering the full domain of potential variables becomes exponentially larger as different 

processes, material types, energy delivery systems, and use cases are introduced. This 

produces economic challenges at scaling the needed data infrastructure, simulation modeling, 

and requisite physical cross-validation. When large volumes of data are collected, there is cost 

associated with storage and transfer and regulatory bodies will need to make clear what data 

retention policies are acceptable. Data repositories and the software tools which integrate with 

them require sustainment, maintenance, and security updates as necessary. There are benefits 

to utilizing commercial-off-the-shelf tools where the solution provider is incentivized to maintain 

their product, but this also generally results in higher up-front costs and may preclude 

participation by small manufacturers who cannot justify them. An equitable and viable 

commercial strategy where the cost burdens are shared between stakeholders is one approach 

to overcome this barrier and accelerate adoption. Ultimately, the economic viability of AI/ML-

based rapid certification will rely on real-world use cases and case studies which provide cost 

analysis and ROI/payback estimation. 
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From a technological standpoint, there is a need to further develop the components necessary 

to provide in-situ process monitoring and control. These are highlighted in the ASTM Additive 

Manufacturing Center of Excellence’s report (AM CoE, 2022) as well as Deliverable 3.1 – 

Workshop Summary Report and Deliverable 3.2 Seminar Summary Report produced by this 

project. This includes the maturation of sensor technologies that monitor the AM system health, 

melt process, and deposited material. The data infrastructure and integration to manage this 

development requires linking tools of disparate complexity, scale, level of maturity, and 

timescales of operation. For instance, many ICME tools currently require specialized expert 

users who are trained in properly feeding data into the tools and getting results back out. Many 

are designed for the experimental development of new materials by researchers. Their user-

interfaces are not optimized and cannot serve enterprise-grade requirements such as API-

frontends which expose the model to automated data ingestion/output parsing. 

Overcoming these barriers to system and data interoperability is especially important given the 
need to take output data/analytics from one tool (AI process monitoring for instance) and use it 
as an input to a different tool (such as a meso-scale ICME tool to explore a specific potential 
defect). There is also the potential to utilize iterative ICME tools to provide a prediction, monitor 
the real-world/actual performance via in-situ monitoring and AI/ML, then re-run the ICME 
simulation based on the updated prior understanding. Progress is being made on the 
development of commercial tools that can provide “ICME as a service” platforms (QuesTek) 
which will reduce some of this burden but significant integration complexity remains. 

3 CONTEXTUALIZING THIS REPORT 

3.1 Current State Qualification Process 
 

The current state of qualification and certification is described extensively elsewhere in this Task 
3.4 Summary Report including the foundations for modeling & simulation trustworthiness; a brief 
overview is provided here for conceptual and functional understanding. There is a fundamental 
concept in qualification and certification around coupon to part correspondence—that is, 
creating samples of lower complexity which can be feasibly analyzed and form the building 
blocks of the test pyramid reproduced below in Fig 1. As the complexity of the system increases 
it becomes unfeasible to perform component-level inspection and requirement testing and thus 
the community relies on proven repeatable confidence of the parts which make up the whole.  
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Figure 1: (reproduced from section 2.3.4.2) Test pyramid, from coupon to system level. 

   

Traditional validation, verification, and certification processes are physical in nature and rely on 

direct inspection of produced specimens and make/break testing. A sample set of qualification 

requirements for an additively manufactured steel part is reproduced below as well as a table of 

applicable standards for AM system characterization & qualification. 

 

 

Figure 2 Sample requirements for AM qualification, generalized to remove CUI 
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Figure 3: A review of standards relevant to AM qualification (Metal AM Winter 2023) 

In short, the current state regimen creates confidence in the expected outcome through 

empirical evidence which demonstrates that the manufacturing process which is known to 

produce good parts is repeatable. This approach has proven to be trustworthy but also carries a 

high degree of technical and solution debt when changes must be made to the system. In AM 

this includes even seemingly routine operational changes such as a new powder supplier, a 

control system software update, or even relocating the system within the same building.  

Because this prior regimen is based on proven repeatability rather than fundamental 

understanding, the process must begin anew for each change or “delta” to prove that the 

system is producing good parts. Manufacturing coupons and samples and performing detailed 

tests on them is a large cost-driver in programs which utilize AM parts. Relying on this current 

regime also means the inadvertent production of large numbers of non-compliant (i.e. out of the 

bounds of statistical process control) parts which may nevertheless meet requirements and 

must be manually examined by a material review board. 

 

3.2 Artificial Intelligence and Machine Learning (AI/ML) Principles 
 

Because qualification and certification contains many interdisciplinary stakeholders, some of 

whom have deep technical expertise but little foundation in AI/ML, it is worthwhile to give a brief 

and high-level overview of some of the fundamental principles at work within these models. 

Developing a functional understanding of the technology, its strengths and weaknesses, and 

where it is appropriately employed aids in the evaluation of these systems and their 

trustworthiness. 

Artificial Intelligence (AI) is a broad field that relates more to the functional performance of the 

system than to an exclusive technological definition. From its earliest introduction, AI has been 

compared to human intelligence and defined as the ability of artificial systems to replicate higher 

order human-like behaviors, including pattern forming, decision-making, and rationality. One 

modern description of the field is “the combination of computer science and robust datasets to 
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enable problem-solving.” These disciplines comprise algorithms that seek to create expert 

systems that make predictions or classifications based on input data (IBM). 

Within the domain of artificial intelligence, Machine Learning (ML) is the field of study that gives 

computers the ability to learn without being explicitly programmed (Xan). It focuses on 

developing statistical algorithms that classify past inputs or predict likely future outputs. It 

contains both supervised and unsupervised methods, as well as reinforcement learning. 

Supervised methods use labeled datasets to train algorithms to classify and predict outcomes 

properly. Unsupervised methods cluster and analyze unlabeled datasets based on patterns in 

the data. Reinforcement learning trains algorithms by rewarding desired outputs and punishing 

undesired ones (S&P). (Collectively, they represent a suite of computer science tools that 

provide the ability to predict likely outcome given a set of conditions. It is worth mentioning that 

because these models are statistical, these predictions are correlative (e.g., this happened 

before so is likely to happen again) but are not able to provide a causative understanding of 

events. 

Deep learning is a further subset of machine learning, typically using reinforcement learning 

characterized by many layers and substantial complexity. The “deep” refers to the existence of 

multiple hidden layers between input and output. Deep learning concerns the development and 

utilization of neural networks, so named because they resemble the structure and operation 

underpinning the human brain. A deep learning model’s reliance on hidden computational layers 

is at the root of so-called “black box” behavior where the system is not able to communicate to a 

human user why it produced its specific output in response to the input. These types of systems 

usually require very large datasets to properly train and are subject to bias if those datasets are 

not sufficiently robust. One general rule of thumb for ML is that it requires at minimum 10x as 

many records (rows) as there are features (columns) in the dataset (Basu, 2021). The more 

complex and multidimensional the problem, the more data which is required to make acceptable 

predictions. A benchmark for deep-learning algorithms is that they may achieve acceptable 

results with 5000 examples per category and can reach or exceed human performance when 

trained with at least 10 million labeled examples (Goodfellow et. Al, 2016). Without a sufficient 

dataset, models are subject to bias.  

Bias is the result of a model being trained on data that skews decision-making toward one 

particular outcome. Mitigating the risk of model inaccuracy requires avoiding overfitting or 

underfitting to the data. In overfitting, a model hews too closely to its historical data by 

prioritizing parameters that do not accurately predict the desired outcome. A simple example is 

an image classification algorithm that inaccurately labels the subject/foreground because it 

prioritizes the image’s background content.  In underfitting, there is insufficient data, or the 

model and the data are misaligned, such as when the true influencing parameters are 

completely outside the dataset. Other measures to characterize the ML model’s performance 

include variance, error, and uncertainty, which describe its anticipated output quality given new 

input data outside of its training set (historical data). 

In many fields of study, one of the fundamental challenges of applying artificial intelligence is the 

lack of sufficiently well-posed, clean, normative, and behaviorally comprehensive datasets. 

Often it is expensive or impractical to generate enough real-world data to cover the full domain 

of the problem. In manufacturing, this is exemplified by challenges in defect detection. 

Manufacturers have optimized their processes to minimize variation and avoid defects, thus 

their data exhibit insufficient examples of bad outputs to properly train a model. Creating large 

quantities of bad parts simply to train a detection/classification algorithm is not sensible or 
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economically viable. One method of approaching this challenge is using experimental design to 

create minimum-viable datasets that cover broad ranges of the potential outcomes. Emerging 

research on the generation of trustworthy synthetic data (such as via ICME) and physics-

supported AI/ML pipelines will be introduced later in this roadmap. 

Continuing the discussion of practical constraints, computational resources are some of the 

major cost drivers in the development of AI systems. Data storage, transmission, and analytics 

each have costs associated that must be minimized for efficient investment. One example is the 

acquisition of high-bandwidth low-information data streams like pictures and video for which the 

desired information (thermal gradient, presence/absence of objects, etc.) could be expressed in 

a much more compact form. Bandwidth transmission requirements such as these may be 

addressed by compressing or analyzing the data at the point of ingestion (the “edge”) and only 

keeping the relevant information. Analytic or model-training computational costs can be 

mitigated via dimensionality reduction, which involves applying classification algorithms that 

seek to reduce the number of variables, parameters, or groups to only those that are necessary 

for a particular problem.  

An AI system’s ability to accurately assess and express its own expected performance in a 

novel circumstance is a foundational requirement for human trust of autonomous systems. 

Successful introduction of AI/ML into the qualification and certification of components must 

therefore be a deliberate effort with multiple stage-gates representing benchmark achievement 

against the state of the art. 

 

3.3 Integrated Computational Materials Engineering (ICME) Principles 
 

Integrated Computational Materials Engineering is defined and explored in detail elsewhere in 

the Task 3.4 Summary Report. A very brief review of key principles for the purpose of 

contextualizing their usage in AI/ML development is presented here. 

As discussed in Section 6, the goal of ICME toolchains is to create a multi-way bridge that 

connects variables within the Process-Structure-Properties-Performance (PSPP) paradigm. 

Section 7 describes many of the most common ICME techniques that each operate at different 

length scales and represent different connections or linkages within the PSPP paradigm.  

As opposed to purely data-informed techniques like AI or ML, ICME seeks to describe these 

connections mathematically as analytical equations that can either be used directly to predict 

bulk quantities or with numerical solvers to make point predictions for a full domain. In this way, 

ICME generally provides more interpretable understanding of the complicated chemical and 

physical interactions at play in a given manufacturing process than AI or ML alone. 

In the context of qualification, ICME models can be used to conduct sensitivity analyses to 

identify impactful variables so that process specifications can be refined efficiently. They can 

also be used in uncertainty quantification exercises to propagate specified bounds on chemistry 

and process conditions into bounds on properties and performance. As the maturity of an ICME 

toolchain grows, simulated data can be used in conjunction with experimental data to reduce the 

number of physical tests needed to achieve necessary confidence. As the fidelity and efficiency 

of in-situ monitoring and modeling techniques evolve, ICME models could even help detect 

defects in service parts that might be missed by other forms of non-destructive testing. 
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However, despite the potential of ICME, there are several current limitations that prevent their 

widespread adoption in current qualification processes. 

The difference in scale between the vibration of a crystal lattice and the fatigue failure of an 

aircraft wing is about ten orders of magnitude in length and twice that in time. As such, there is a 

vast diversity in length- and time-scale for ICME models as each covers a different regime in 

this continuum. For example, Density Functional Theory predicts fundamental properties of 

crystal structures at the atomic level, while Phase Field or Cellular Automata can predict how 

microstructural grains evolve on the order of micrometers, and Finite Element techniques 

predict distortion and residual strain for full-scale components. In general, each technique relies 

on a series of assumptions or predictions from a model at a lower length-scale all the way down 

to fundamental first principles of physics at the atomic scale. To accurately model a highly 

localized process like additive manufacturing, it is necessary to connect models of different 

length- and time-scales together into a multi-scale workflow that connects macro-, micro-, and 

meso-scale models together, but creating such workflows is a significant ongoing challenge for 

the ICME community. 

One of the largest challenges to multi-scale modeling is the computational expense associated 

with most ICME models. For example, many properties of additively manufactured material like 

anisotropic strength or fatigue strongly depend on the sizes and orientations of localized grain 

structures. Techniques like Phase Field and Cellular Automata that predict how these 

microstructures evolve during processing can take hours to simulate a volume of just a few 

cubic millimeters. Extending these types of simulations to the full volumes of printed 

components is therefore prohibitively expensive and an active area of research. Similarly, 

scaling up any ICME technique from the narrow domain where the technique was developed to 

a domain that is many orders of magnitude larger is always a challenging endeavor. 

ICME tools typically focus on a narrow regime or technique of expertise as developing in new 

regimes requires entering a different field with decades of history in scientific theory and 

software methodology. For this reason, there is currently no single tool that provides ICME 

modelling capabilities for the full continuum of scales necessary to model location-specific 

properties in an additive manufacturing process. One potential solution is to connect models of 

different scales that were developed by separate entities. However, a significant amount of 

ICME software is still developed within academia, including tools that are commonly used 

throughout the community (see Section 7.2), and creators of these tools typically lack the 

resources to develop interfaces with other software. Additionally, developers of commercial 

tools often lack the incentive to collaborate on interfaces with potential competitors. As such, 

efforts to combine models of different scales are typically impeded by a lack of standard 

interfaces between different ICME software tools. 

 

4 ROADMAP FOR LEVERAGING AI/ML IN QUALIFICATION AND 

CERTIFICATION 

The discipline of qualification and certification is risk-averse by nature, preferring “tried and true” 

approaches with substantial empirical evidence to support their application. Certifying a part 

which ultimately fails to meet its design requirements could have serious downside risks 

including the loss of human life and there is little incentive for certificatory bodies to accept novel 

approaches. This is understandable given the amount of time and complexity it takes to 
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understand what the right data sets are to qualify and certify AM parts. While the community 

consensus on key data elements continues to advance it is also critical to understand how to 

leverage technology like AI/ML to assist in the process of establishing the appropriate 

qualification and certification requirements for AM parts. 

Therefore, this roadmap takes the approach of gradually introducing AI/ML into the process of 

qualification and certification for AM parts. The current state of qualification is based on 

statistical analysis—if X samples are tested, there is some confidence/probability Y that an 

untested sample is nevertheless trustworthy. Given the variability in process and outcome in 

AM, statistical significance plays a crucial role in improving the confidence of the results.  The 

current paradigm of qualification stipulates criteria (how big does X need to be?) which have 

been chosen based on the statistical methods available, comprehensiveness of available 

inspection/testing, and the consequences of failure. This process is layered and repeated by 

relying on the correspondence of coupon, sample, part, and system and building a body of 

evidence that correlates observations taken with probable outcomes. 

At their core, machine learning methods are also statistical tools based on confidence, 

uncertainty, and analytics. They must be benchmarked against the existing state of the art, 

defined in terms of trustworthiness, and demonstrated as methods that can be safely applied to 

reduce the amount of physical testing/inspection required (X) while still achieving the same 

confidence in the likely outcome of success (Y) of non-examined specimens. As confidence 

grows in the ICME models and their outcomes, AI can be leveraged to improve the efficiency of 

data collection and analysis of those data sets via autonomous AI. 

 

4.1 Defining Roadmap Horizons 

4.1.1 Model Foundations and Data Infrastructure for Hybrid Qualification 
This phase of the roadmap focuses on shrinking the problem space by utilizing advanced 

analytical methods to identify the most important parameters to be considered for the materials 

and systems to be used. Due to the volume of data and the size of the computational challenge, 

this is a necessary first step for efficient development. This phase also includes foundational 

tools needed to underpin research and development as well as methodologies for reducing the 

size of the problem space. Taken together they seek to produce a “minimum viable dataset” 

which contains the most impactful data elements across a production-relevant range for a 

portion of the problem space which is currently best understood (i.e. well-researched materials 

and AM types). The goal to be achieved by this phase of development is the integration of 

closed-loop process monitoring with automated analytics into a system which can ingest in-situ 

data along with specification data (information about the powder, for instance) to train AI/ML 

models on sufficient datasets that yield satisfactory physical results. 

The major roadmap tasks and/or milestones for this phase of development are below: 

A. Model Foundations and Data Infrastructure for Hybrid Qualification 

A1. Develop a secure data infrastructure to collect AM data at the point of creation. 

A2. Capture and manage metadata necessary for rational causal relationships. 

A3. Identify the most impactful data elements and variables to reduce complexity. 

A4. Unify heterogeneous data into a pedigree of specification, manufacture, and testing. 

A5. Stress-test and mature a common data model and dictionary for AM data. 

A6. Build AI/ML pipelines which can be trained on this dataset. 
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4.1.2 Benchmarking against State of the Art / On the Horizon 
This phase of the roadmap focuses on quantitative methods for proving how hybrid model-

based approaches to certification can achieve the same level of confidence as test-based 

approaches. It relies on the prior efficient selection of processing parameters which affect 

quality so that resources are maximized in experimentally designed physical production. This 

data is enhanced by the generation of synthetic data through first-principles approaches such as 

ICME to form a closed loop of model refinement and provide cross-validation capability. These 

components are combined into a hybrid model-based approach for predicting quality outcomes. 

This approach must then be compared to the current best-practices and the statistical 

underpinnings which led to those qualification requirements. Ultimately, the goal of this phase is 

to demonstrate the ability to reduce the number of samples tested/inspected (X) while achieving 

the same level of statistical confidence in the outcome (Y). 

The component technologies or methods have generally been demonstrated or are currently in 

use, potentially in adjacent applications, but are not yet integrated into systems necessary to 

achieve this goal. In some cases, the tools and technologies are sufficiently mature within an 

appropriately scoped subset of the problem, but there is no systematic method of combining 

them to address the entire problem space.  

The major roadmap tasks and/or milestones for this phase of development are below: 

B. Benchmarking against State of the Art 

B1. Develop a statistical baseline for the methods used in legacy qualification. 

B2. Develop open interfaces/APIs to integrate ICME simulation into the toolchain.  

B3. Generate synthetic data to fill in portions of the dataset which are insufficient. 

B4. Mature data infrastructure to enable AI/ML training on distributed datasets. 

B5. Integrate AI/ML models and ICME into a closed-loop unified toolchain. 

B6. Demonstrate a hybrid approach to achieve same confidence with fewer samples. 

 

4.1.3 Desired Future State, Emerging Capabilities, and “Born Certified” 
The “born certified” concept is one articulated throughout the QualCert community as the long-

term vision of model-based approaches. It can be described as the ability for the first part for 

any geometry, any material, any process, any platform, and any identically configured system to 

be certified based on ICME, AI/ML, and process monitoring.  

While appealing, that long term vision requires the achievement of foundational and 

intermediate steps to deepen the community’s understanding of process signatures which 

indicate anomalies leading to potential flaws and defects. It will be most readily achieved for 

“Delta Qualification” activities where an established pedigree is available that a modified system 

can use as baseline to determine whether new components are also certifiable. With recent 

advances in large-language models and graph knowledge, there is intense interest in the 

research community in the potential for true causal understanding of events rather than 

correlative models. 

The component technologies and methods in this section are generally at the TRL 1-4 level and 

at the stage of fundamental research. Also listed within this section are novel concepts such as 

context-acceptable risk and the potential they have for adding new capabilities to the supply 

chain. 
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The major roadmap tasks for this phase of development are not fully defined, but some potential 

milestones are listed below. 

C. Desired Future State and “Born Certified” 

C1. Generate large volumes of synthetic data validated against small “minimum viable” real 

world datasets to cover the full domain of the problem space. 

C2. Leverage graph knowledge and LLMs to build causative knowledge of AM data elements 

as relates to output quality. 

C3. Demonstrate the ability of an AM system with a pre-trained model of operation to 

produce a trustworthy estimate of component quality or fatigue life. 

 

5 MODEL FOUNDATIONS AND DATA INFRASTRUCTURE FOR HYBRID 
QUALIFICATION / NEAR TERM 

In laser-based metal additive manufacturing the output quality depends upon a myriad of 

interconnected factors—variables, also called input parameters—and must be modeled by 

taking into account all these input variables simultaneously to come to meaningful and unbiased 

conclusions and to generate useful generally applicable quality assurance/prediction models. 

Due to the absence of holistic experimental datasets that would include all influencing factors as 

well as the limitations of conventional analysis approaches the results and models developed in 

the studies so far are not generally applicable. Without this context and holistic datasets, the 

community cannot trust the output models and estimate how well such models would perform 

outside of the limited set of conditions used to generate the models. Additionally, modeling and 

discovery of complex relations and synergistic effect between many variables is impossible with 

conventional methods such as traditional statistical analysis and, for example, analyzing one-to-

one correlations between individual variable pairs.  

By integrating diverse additive manufacturing process data, a comprehensive and multi-

dimensional dataset must be created, which will be the basis for more accurate output quality 

prediction models. While such comprehensive datasets are a unique opportunity for the 

discovery of important knowledge and the development of generalizable models that might help 

develop data-driven models to predict output parts quality and mitigate expensive and time-

consuming qualification processes, it also represents a data analytics challenge. It will require 

data-analytic tools and approaches that can cope with the large data volume and high 

dimensionality. For these reasons, a holistic ML approach (Fig 1) is suggested to be utilized to 

extract new knowledge and to develop data-driven quality assurance/prediction models. The 

goal is to identify strong and important correlations between process input parameters, process 

signatures (monitoring data), and output part properties for quality prediction and quality 

assurance in laser-based metal additive manufacturing. The goal is to down-select input and 

monitoring variables to a set of critical variables for quality prediction and assurance. 
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Figure 4: overview of suggested AI/ML analysis workflow. 

5.1 Data Infrastructure Foundations to Support AI / ML Workloads 

 
Roadmap A1. Develop a secure data infrastructure to collect AM data at the point of creation. 

Some of the data streams produced during the additive manufacturing of components are large, 

high-bandwidth, and computationally expensive to process. One such example is image-based 

monitoring by thermal cameras collecting high-resolution (100-200 kHz) data which can exceed 

100 GB of storage for a single build. As identified in the ASTM strategic guide for AM data 

management and schema, (AM CoE, 2019) the AM data ecosystem can be divided into several 

main functional categories as represented in Fig. 5.  
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Figure 5: Data Infrastructure--Functional Categories. 

Each of these categories in the ecosystem requires digital infrastructure to support it and 
cybersecurity controls to keep the data safe. This need to segment, protect, and abstract the 
data in the ecosystem must be balanced against the need to produce and expose holistic 
datasets to AI/ML algorithms which are trained on them. The near-term requirements for data 
infrastructure here are focused primarily on developing the enabling capabilities in a secure 
environment with few partners granted access to the data via existing validating software which 
has demonstrated cybersecurity controls. These infrastructure components represent a “vertical 
slice” of the overall collaborative infrastructure needed which will be expanded upon in the next 
roadmap horizon to include the requirements for robust decentralized industry adoption. 
 

5.1.1 Data Ecosystem Principles – FAIR in the DoD Context 
 

Roadmap A2. Capture and manage metadata necessary for rational causal relationships. 

When architecting a data ecosystem for broad use, one commonly applied approach is to 

adhere to the Findable, Accessible, Interoperable, and Reusable (Schultes, 2022) standards 

wherever possible. These guiding principles enable efficient human consumption and machine 

actionability on the datasets. Findable means that metadata and data should be easy to find for 

both humans and computers including machine-readable (semantic) metadata which are 

essential for automatic discovery of datasets and service. Accessible means that, once found, a 

given user or algorithm knows how to access the (meta)data including potential authentication 

and authorization. Interoperable means that the (meta) data can be integrated with other 

datasets to provide value, which generally requires that they adhere to a formal knowledge 

representation language such as a data model/ontology. The last component, Reusability, is the 

ultimate goal of these ecosystem principles—that the data created are richly described with 

relevant attributes and provenance to provide value for diverse ecosystem data users. 

Balancing the future vision for a platform or data ecosystem with the operational and financial 

constraints of the present day represents a challenge in all software and model development 

initiatives. Most of the typical best-practices for creating AI/ML pipeline infrastructure apply in 

the AM data ecosystem, but there are also several domain-specific challenges to address. The 

most pressing is the need to adapt the FAIR principles, which are based on open-sharing and 

collaboration, to the DoD manufacturing domain. 
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From the security perspective the most important principles to refine are “findable” and 

“accessible”. Findable can be understood to be cross-program, cross-branch, and to include 

both DoD and non-DoD data sources such as NASA, the FDA, and the National Labs. This 

highlights the comparative importance of very well-defined access protocols, granular 

permissions, and a need for users to be validated prior to finding or accessing the datasets. 

When dealing with sensitive or CUI material it is likely preferable to provide only indexes or 

metadata upward to the central repository to enable findability without exposing the data itself. 

General information security principles such as compartmentalization and segmentation can be 

employed to avoid creating a monolithic central asset with unacceptably high cyber risk. It is 

preferred to take a “system of systems” approach to the architecture as it is scaled to mitigate 

the risk of any one node being compromised. FedRAMP authorized applications or government-

grade cloud resources provide audit, custody, and change management which will support 

these goals. 

 

5.1.2 Data Acquisition, Edge Computing, Semantic Documents 
 
Roadmap A1. Develop a secure data infrastructure to collect AM data at the point of creation. 
Roadmap A2. Capture and manage metadata necessary for rational causal relationships. 
 
As described above, some of the data streams involved in in-situ monitoring and data 
acquisition are high-bandwidth low-information. One characteristic example is thermal imaging 
data coming from an IR camera or pyrometer, where thousands of images are taken that can 
quickly add up to data volumes greater than 100gb per build. The desired information content 
(temperature in X, Y, Z coordinates as a function of time) can be expressed in a data table on 
the order of kilobytes instead via the use of edge computing and compression. Data pre-
processing can also ensure that only desired data are transmitted to the central repository, 
moving functions like error handling and screening/filtering to the point of ingestion. Computing 
at the edge wherever possible will improve the overall efficiency of the framework, reduce cloud 
hosting/storage costs, and provide additional benefits as listed in Table 1. 
 

Principle Significance 
Boosts Performance Edge computing reduces latency by keeping 

data closer to endpoints. Applications fetch 
data directly from nearby systems and 
devices, improving speed and user 
experience. 

Enhances Privacy Protections and Data 
Security 

Data processing occurs at the edge, 
minimizing exposure to central servers. While 
edge systems and devices are still 
vulnerable, they handle fewer comprehensive 
data. 

Reduces Operational Costs Edge computing optimizes data movement to 
the cloud, saving costs. Processing data at 
the point of generation reduces bandwidth 
needs. 

Table 1: Benefits of edge computing. 

While edge computing has many advantages, it does also represent several challenges to 
consider from a qualification and certification perspective. Data corruption, desire to audit the 
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“raw” data, or other external factors will require the development of data retention policies and 
best practices. Consideration should also be given to the financial support necessary to sustain 
and maintain the centralized repository of fully pedigreed AM data which will be produced. 
 
Additionally, there are many data sources for which fully automated data acquisition is not 
readily available. These include documents which in the current state are designed for human 
consumption only, such as inspection and test reports. Some level of automated acquisition is 
possible via the use of optical character recognition (OCR) or “PDF scraping,” but significant 
mapping effort is typically required to enable the semantic reading of these data elements and 
this effort is duplicated for each different document format. It is possible (though labor intensive) 
to create these maps for a given “vertical slice” of the infrastructure representing one specific 
set of manufacturers, suppliers, and test centers but this is not viable for a full ecosystem 
platform. Ongoing work such as the NIST AM-CDM group’s efforts to create a “Common Data 
Exchange Format” (Li) must be further matured and stress-tested through use to enable broad 
industry adoption. The Task 3.3 and Task 3.6 Summary Reports elaborate further on the gaps 
encountered when leveraging the AM-CDD/CDM for use in a real-world scenario and a 
discussion of documents/reports needed for full component pedigree but for which no semantic 
common exchange format currently exists. 
 

5.1.3 Data Management, Cloud vs. On-Prem 
 
Management of data once it has been acquired is another important facet of the overall data 
infrastructure for AI/ML development. The additional level of cybersecurity and regulatory 
controls placed on technical data packages (TDP) in the defense manufacturing context adds 
further complexity and cost. These issues can be mitigated with a robust data management 
strategy which segments data storage, employs external audit/access controls, and permits 
AI/ML development without providing direct data access or creating copies of the data. 
 
When considering which portions of a data infrastructure should be hosted in the cloud versus 
on-premises, the following key principles apply to the system architecture design: 
 
Principle Significance 
Optimized Deployment  On Premises: Resources are deployed in-

house within an enterprise’s IT infrastructure. 
System requirements and specs are defined 
early and difficult to change. 

Cloud: Resources are hosted by a service 
provider, accessible over the internet. 
Enterprises pay for what they use. Scaling up 
or down is done programmatically without the 
need for new assets or infrastructure. 

Cost and Operational Burden On Premises: Enterprises bear ongoing 
costs for server hardware, power, and space. 
The organization is responsible for 
maintenance, patching, updating, etc. 

Cloud: Pay-as-you-go model—pay for actual 
resource usage, without maintenance costs. 
Cloud provider is responsible for keeping 
infrastructure up-to-date and fully patched. 
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Data Security, Regulatory Compliance On Premises: Enterprises fully control their 
data, suitable for highly regulated industries. 
Enterprises are responsible for maintaining 
security of their data and managing access. 

Cloud: Data resides with the third-party 
provider like AWS. A FedRamp authorized 
environment may mitigate the risks of 
maintaining data in a 3rd party managed 
infrastructure. Use of robust access controls 
and governance (e.g. a control hub) can 
further mitigate risks. 

Table 2: Key principles of system architecture design. 

 
Following these tenets, one proposed approach is to ensure that primary system software 
application components are FedRamp authorized and operating in a government cloud 
environment (such as AWS GovCloud). These commercial applications are required to keep 
audit trails for data access and provide segregated access capabilities where a given user or 
application must have credentials to a particular dataset in order to discover or use it. Following 
general cybersecurity principles, the greater the scope of the data the higher the criticality of its 
security becomes. This further incentivizes the use of edge computing where possible, reducing 
the volume of data which is centrally stored to only the outcomes of edge computing/analytics 
which implicitly protects the source data and algorithms should the centralized system be 
compromised. 
 
Regardless of the approach taken, AI/ML development in the space of additive manufacturing 
requires that data from many different sources and of heterogenous type be unified into an 
interoperable format. Data modeling plays a crucial role in this task, providing a logical and 
semantic understanding of inheritance and representing a common target format which data 
generated from different sources and stakeholders (such as process, modeling, and simulation) 
can be placed into. Data models improve discoverability, standardization, and reusability of data 
for ecosystem users while also improving efficiency and reducing redundancy. Full development 
of and adherence to a common data model would ultimately enable data sets to be integrated 
enabling cross-comparison, for instance comparing the simulated output from ICME to the 
actual in-situ monitoring data.  
 

5.1.4 Data Modeling for Interoperability 
 
Roadmap A5. Stress-test and mature a common data model and dictionary for AM data. 
 
Here again the work performed in NIST’s AM-Common Data Model and Common Data 
Dictionary working groups is foundational and crucial. Once the common data model is fully 
defined, then open interfaces for data integration can be developed which place inbound data 
into the requisite format. Software applications (ex. Hexagon MaterialCenter) have built upon 
this schema in their data storage environment which enables data to be stored along CDM 
guidelines via an application programming interface (API). As with all standards body outputs, 
the work is ongoing and must be further expanded and stress tested through industry use. 
Through usage and stress testing, this project has identified several areas where the data 
model is not yet fully built out and such iterative enhancements will continue to be required. 
Additional details about the AM-CDM and CDD in practical use are included in the Task 3.3 and 
Task 3.6 Summary Reports. 
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5.1.5 Data Usage, Algorithm Development, Qualification & Certification 
 
Roadmap A6. Build AI/ML pipelines which can be trained on this dataset. 
 
Once the data has been acquired and placed into an interoperable format, it can then be used 
for its intended purpose. This includes the development of AI/ML algorithms, ingestion into 
ICME tools to produce simulations, and providing analytical visibility to qualification / certification 
processes. Centralizing AM data into one common format with correlated metadata into a full 
pedigree of the component across its production phases has significant operational value in and 
of itself. This can be demonstrated via browser-based interfaces which enable a permissioned 
user to discover all data related to a build, drill down into individual specimens/tests, perform 
analytics such as fatigue life estimation, and generally access all the components of a typical 
build TDP but with reduced human interface effort.  
 
Providing training and test data sets for AI/ML development can be a resource-intensive task 
from a data infrastructure standpoint because of the need for large datasets, short feedback 
loops between training/test data, and in some cases the need to keep the data itself controlled 
and private. Various methods for more efficient and robust AI/ML development are described in 
the following sections of the document.  
 
From a data infrastructure standpoint, one beneficial option is to enable direct Representational 
State Transfer (REST) APIs and HTTPS to ensure the data remain behind the firewall rather 
than copied for model training tasks. Commercial data integration tools (eg.e.g., Software AG 
StreamSets) can load external AI modules (e.g. numPy) to create composable algorithms. In 
essence, rather than exposing the data to the model via external connection, the AI/ML model is 
brought inside the data repository by loading its component schema to be trained and then the 
parameters/model itself is exported back out. This is a rudimentary form of federated learning 
which is discussed in later sections. 
 
 

5.2 Experimental Design to Reduce Parameter Space 
 

Roadmap A3. Identify the most impactful data elements and variables to reduce complexity. 

When optimizing a process, it is important to have a well-defined objective function that 

considers all relevant historical data and uncertainties. To identify the important dependencies 

systematically and efficiently between the variables in AM, the data can be split into three 

groups: Parameters, which influence the process and part quality; Properties/Part Quality, which 

is the desired outcome; and Signatures, which can help predict the outcome but are not 

parameters (see Figures 6 & 7).  

The Parameters group is the most critical for optimizing and should include all variables that 

may affect the outcome, such as part geometry, surrounding parts on the build plate, and 

toolpath. Two types of machine learning methods, supervised and unsupervised learning, can 

be used to train a model that predicts the part quality based on parameters, or to predict 

parameters given part quality requirements. Similarly, models can be used to predict process 

signatures based on parameters or to predict parameter values based on the process (see Fig. 

8).  
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Ultimately knowing what the most critical parameters that influence quality the community can 

then identify the optimal combination of process inputs to achieve desired outputs. The ML 

models can analyze historical data and suggest process calibrations to deliver the best 

combination of outputs based on the available data. This can lead to increased energy 

efficiency, improved process control, and reduced inefficiencies. 

 

 

 

Figure 6: Three main groups for systemic and efficient ML analysis. 

 

                                    

Figure 7: Relations between the three main variable groups. 
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Figure 8: Relevant types of supervised ML prediction models. 

 

Extensive work by Meuring et al. demonstrated correlations between normalized energy density 

and corresponding microstructural features across a variety of laser powder bed fusion 

platforms. This work can be utilized in supervised machine learning to find correlations between 

input and output variables and identify synergistic effects of two or more input variables by 

systematically testing different combinations of input features for training the ML-model. The 

selection of the set of candidate ML algorithms and the combination of input variables for 

training the ML-model can influence the data fusion, so it is important to define them in the first 

step of the ML-analysis workflow. The selection of candidate ML algorithms depends on various 

factors, such as the type and form of input data, the type and form of target variable(s), training 

data size, dimensionality, expected patterns in the data, training time requirements, 

interpretability, robustness, and performance. A recent study by Grinsztajn et al. (2022) 

compared various algorithms for tabular input data and provided recommendations for 

improving their performance. To ensure that deep learning datasets perform optimally, they 

must meet three critical requirements. First, they must be robust to uninformative features. 

Second, they should maintain the orientation of the data. Finally, they need to be able to easily 

learn irregular functions. The level to which you can meet these criteria will influence the 

accuracy of the deep learning model. As for all deep learning approaches, the data preparation 

process is crucial. Since there are many potential ML algorithms with specific strengths and 

weaknesses, the set of potential ML algorithms must be carefully generated based on the in-

depth knowledge of how the algorithms work and domain knowledge of laser-based additive 

manufacturing processes. 

Unsupervised ML methods can also identify dependencies among input parameters, part 

properties/quality, and process signatures. Clustering algorithms are often used to discover 

subgroups based on the similarity of different combinations in input parameters, part 

properties/quality data, and/or process signatures. Variational autoencoders (VAE) can identify 

dependencies among a large number of variables through exploring reduced-dimensionality 

latent space/plane. 

It is important to note that different types of laser-based metal additive manufacturing processes 

may have different or distinctive dependencies among variables. As such it will be important to 

define what if any distinctive dependences among variables do the AM processes have. If there 

are differences, ML analysis must be done separately for the different types of AM processes. 



 

 
Technical Report | Roadmap for Use of AI/ML and Deep Learning in Qualification and Certification of AM Parts June 
3, 2024  25 

1415 N. Cherry Avenue 

Chicago, IL 60642 

(312) 281-6900 

mxdusa.org 

@mxdinnovates 

info@uilabs.org 

For example, if data from Direct Energy Deposition (DED) and Laser Beam-Powder Bed Fusion 

(LB-PBF) processes are collected in the dataset, then separate analyses for DED and LB-PBF 

processes might be required if there are distinctive dependencies. However, in the example of 

Meuring and Sciammarella around heat input, there might be some common patterns. 

Combining data from DED and LB-PBF might improve the performance of the predictive 

models. 

Initially, the identification of critical processing variables using ML will be an iterative process. 

New knowledge and ideas for ML analysis design will be formed during individual cycles of ML 

analysis according to the suggested AI/ML workflow in Fig. 2 (see feedback loops – upward 

directed black arrows in Fig. 4). 

 

5.3 Data Cleansing, Transformation, and Fusion 
 

Roadmap A4. Unify heterogeneous data into a pedigree of specification, manufacture, and 

testing. 

The design of ML analysis is influenced by the formation of new knowledge and ideas during 

individual cycles of ML analysis. That is why it is important to implement an iterative process for 

the machine learning (ML) algorithm to establish refinement of the required AM data sets. The 

suggested AI/ML workflow in Fig. 4 highlights the feedback loops that drive this iterative 

process.  

For the development and validation of quality assurance/prediction models in laser-based metal 

additive manufacturing, ML's ability to identify multiple relations between variables and model 

multidimensional synergistic effects for the prediction of target variables make it the most 

suitable choice. However, the original data collected is often not directly applicable to the ML 

models. Therefore, data cleansing (i.e. whitening), transformation (i.e. categorical embeddings), 

and fusion are crucial initial steps. These steps transform the data into a form that enables 

recognition of meaningful patterns by the ML models, minimizing information loss.  

The form into which data should be transformed depends on the selection of the ML algorithm. 

Therefore, the development of data transformation methods is an iterative process that occurs 

in a loop with the model's performance and uncertainty estimation steps. Moreover, data from 

different sources and of different types need to be fused to discover and utilize synergistic 

effects and interrelations of multiple input variables. For instance, time-series data such as in-

situ build plate temperature measurements and spatial data such as 3D scans of the layer after 

the scanning of the layer are two different types of input variables. However, to investigate their 

interrelations for quality assurance/prediction purposes, they must be fused to a single 

representation understandable to a single ML model.  

One approach for a common universal data form in which all different types of data are 

transformed and fused together for AI/ML analysis could be a voxel-based representation. Each 

voxel represents a small region of the observed part in 3D space through features describing all 

related factors and signature. 
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5.4 Time Sensitive Networking (TSN) and Clock Synchronization 
 

Roadmap A2. Capture and manage metadata necessary for rational causal relationships. 

Sensor data fusion and in-situ monitoring must correlate and combine multiple data sources. 

Some data sources are streaming and continuous such as measurements of laser power, 

others are batch and discontinuous such as layer-based imaging. The frequency and resolution 

of these data can vary on scales from 100 kHz to one image per minute. Unifying these sources 

requires the ability to place them in a common frame of time-reference that is synchronized 

such that the causal relationships between events are preserved. 

IEEE 1588-2019, or Precision Time Protocol (PTP), synchronizes clocks across industrial 

networks, often within less than hundreds of nanoseconds. Accuracy depends on network 

conditions, including latency, packet loss, and jitter. In addition, the accuracy of the clocks on 

industrial devices must be adequate and support high-precision oscillators.  

Clock synchronization enables data fusion by ensuring the causal relationships between 

observations occur in the correct order and eliminates the need for external inferred references. 

Fusion of sensor data requires the alignment of disparate signals from multiple systems, often 

distributed across a local network. Various implementation choices are possible depending on 

the system architecture. 

The primary issue applying PTP to industrial equipment is the quality of oscillators on device 

interfaces and their reliability due to heat and other external factors. Control systems require 

high-precision clocks to synchronize and coordinate motion control systems, but these clocks 

are often not exposed to external interfaces. The external interfaces often connect via the 

human-machine interface (HMI) built using less demanding hardware. 

 One can use an edge device that directly communicates with the control systems or sensors 

and provides a high-precision clock. With measurable latencies and minimal network 

congestion, variability in packet transmission will be minimal. Dedicated Real-Time Operating 

Systems (RTOS) with hardware-assisted communication stacks can achieve sub-microsecond 

accuracy across multiple networked devices (Arteaga, 2024). 



 

 
Technical Report | Roadmap for Use of AI/ML and Deep Learning in Qualification and Certification of AM Parts June 
3, 2024  27 

1415 N. Cherry Avenue 

Chicago, IL 60642 

(312) 281-6900 

mxdusa.org 

@mxdinnovates 

info@uilabs.org 

 

Figure 9: Implementation choices to achieve better time synchronization (Artega, 2024) 

There are limitations to accuracy given industrial hardware. For example, a Programmable 

Logic Controller (PLC) has a fixed sweep rate that limits the minimum time between 

observations. PLCs are functionally state machines given inputs, outputs, and function blocks. A 

standard sweep rates range between 8ms to 20ms. The fastest rate at which one can observe 

state changes is the PLC's sweep rate for many control systems. 

Motion control systems operate using field buses often connected from a motion control system 

to the individual drive using feedback from encoders to correct positional errors. The field bus is 

usually not directly addressable from the external interface at the rates necessary for real-time 

monitoring. In some cases, one can connect to the backplane of the machine's network to 

receive telemetry from the machine drives, controller, and encoders to enable real-time 

monitoring.  

Like many embedded systems, the motion control system does not have a high-speed 

addressable clock. Therefore, a synchronized clock requires an external edge device to 

timestamp the observations synchronized with the master clock and the other data sources like 

cameras and thermistors. 

ML models require an event sequence with observations that follow strict causal ordering to 

extract features and determine why something occurred in production. PTP provides a well-

supported method to synchronize multiple devices to a single master time source with sufficient 

accuracy to support machine learning and AI. With unsynchronized clocks, one must use 

alternative methods to achieve a consistent association between observations and events. 
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5.5 Identifying Dependencies Among Variables with Sensitivity Analysis 
 

Roadmap A3. Identify the most impactful data elements and variables to reduce complexity. 

5.5.1 Identifying Dependencies Among Variables with Sensitivity Analysis 
 

Machine learning techniques, both supervised and unsupervised, can be employed to unveil 

connections between variables in complex datasets like those found in AM. By utilizing 

techniques such as clustering and pattern recognition, hidden patterns and relationships among 

input parameters, process signatures, and parts quality/properties can be uncovered. These 

patterns can be harnessed to create targeted quality prediction models. Machine learning allows 

for the efficient discovery of intricate relationships that go beyond simple one-to-one correlations 

between individual pairs of variables.  

In a supervised machine learning approach, dependencies among variables can be discovered 

through systematic selection and testing of different sets/subsets of input variables. Additionally, 

important feature identification methods like the mean decrease in impurity (MDI), permutation, 

and Grad-CAM can be utilized. Clustering algorithms and variational autoencoders (VAE) can 

also be used to discover dependencies among variables by generating and examining a 

reduced-dimensionality latent plane. Lastly, a thorough sensitivity analysis should be conducted 

for each objective function driven meta-model. 

 

5.5.2 Variability Effects Estimation 
 

The quality and effectiveness of data-driven prediction models rely heavily on the datasets used 

to generate and train them. Therefore, it is crucial to examine how dataset variability impacts 

model performance in real-world scenarios. One way to do this is by systematically splitting 

instances into different combinations of training and testing sets during supervised ML analysis. 

This approach can reveal underrepresented or challenging groups of instances and enable 

improvements to the training datasets through techniques such as under- or over-sampling and 

obtaining additional datapoints for these groups. Bayesian methods can also help identify 

underrepresented or challenging operating conditions.  

By estimating the effects of variability, it is possible to determine the critical level of variability in 

key input parameters such as laser power, scan speed, layer thickness, and other factors that 

affect geometrical and material variability, as well as machine/process setup variability. To 

prevent bias, careful systematic splits of instances in training and testing sets must be carried 

out with input from domain knowledge experts in laser-based additive manufacturing. 

 

5.5.3 Performance and Uncertainty Quantification 
 

A detailed exploration of performance and uncertainty quantification of models is given in 

Section 2.4 of the Task 3.4 Summary Report. AI/ML models reside within this same broad 
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framework but contain some specific nuances related to their training, implementation, and 

operation. 

To ensure the reliability and applicability of the developed ML models, it's important to not only 

assess their basic prediction performance but also their uncertainty in various conditions and 

target environments. This can be achieved by splitting instances into different training and 

testing sets for supervised machine learning analysis, or by utilizing Bayesian approaches that 

can predict uncertainty alongside target values. It's crucial to carefully tune model predictive 

thresholds to account for the inherent uncertainty in the model, which cannot be eliminated. For 

instance, when developing an AI-driven warning system for defect occurrence or poor quality, 

selecting warning thresholds must be done carefully to avoid false negatives at the expense of 

potentially increased false positives. To prevent bias, systematic splitting of instances into 

training and testing sets must be performed with the involvement of domain experts and 

knowledge. Incorrect splits can lead to inaccurate estimations of model performance and 

uncertainty. 

 

5.5.4 Identifying Critical Processing Variables 
 

By analyzing the impact of variability, performance, and uncertainty estimation outcomes, 

important variables for AM processes can be pinpointed. With this knowledge, it is possible to 

create quality assurance models that account for data variability and predictive/descriptive 

performance and uncertainty. Additionally, user-friendly interfaces and visualizations may need 

to be designed to facilitate seamless interaction between the user and these models. 

 

6 BENCHMARKING AGAINST STATE OF THE ART / ON THE HORIZON  

6.1 Data Infrastructure for Industry Benchmarking and Collaboration 

6.1.1 Current Qualification & Certification Statistical Underpinnings 
 

Roadmap B1. Develop a statistical baseline for the methods used in legacy qualification. 

Demonstrating that AI/ML, ICME, and other model-based approaches to QualCert can achieve 

similar results to the current state of the art requires an understanding of the statistical 

underpinnings that led to the current inspection & testing regimen. For a given material or 

application, required sample quantities and test procedures have been chosen based on 

statistical analysis—stated simplistically, if X samples are tested there is some 

confidence/probability Y that an untested sample is nevertheless trustworthy. Generally, the Y is 

application specific: parts which have a high consequence of failure require greater confidence 

which may also lead to larger sample number X. QualCert experts and organizations should be 

prepared to examine the initial rationale for selection of a given X test case quantity to 

characterize and benchmark the current-state process against which a hybrid model-based 

system can be compared. 
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Once this benchmarking is complete, comparisons can be made with hybrid approaches which 

seek to reduce the number of tests which must be performed while still reaching the same level 

of confidence Y. By way of example, in AM parts the qualification regimen requires multiple 

samples built in different orientations (vertical, horizontal, etc.) because AM is known to be an 

anisotropic process where material properties are not the same in all dimensions. This is 

intuitive, because the part is fabricated in layers which have an implicit planar heterogeneity. 

ICME simulations are capable of simulating outcomes for this difference in build orientation and 

could plausibly reduce the number of needed samples in alternate orientations. 

 

6.1.2 Iterative ICME and AI/ML Closed Loop-Cross Validation 
 

Roadmap B2. Develop open interfaces/APIs to integrate ICME simulation into the toolchain. 

One promising method for compensating for the potential biases of AI/ML by generating 

trustworthy synthetic data is the use of ICME simulation. This enables both an extension of the 

experimental design space and better targeting of the physical build testing which does occur. 

At present, many ICME tools are suitable for expert users within the research domain but they 

are not yet matured into the API-based interfaces which are necessary for efficient 

programmatic use in an AI/ML development pipeline.  The development of platform tools that 

provide “ICME as a service” (QuesTek) is an important step in this process. 

The detailed mechanisms by which these ICME tools can support AI/ML are described later in 

this section. From a conceptual infrastructure perspective, one goal of such a system is to 

provide data to an ICME tool which makes a prediction of the build outcome, monitor the 

manufacturing process as it occurs, then update the priors of the simulation based on the real-

world results to refine the ICME prediction. This could be done on multiple levels such as 

between build and heat treat or even between layers in the build. Because ICME tools are also 

computationally intense, efficient tradeoff choices of scope and fidelity must be made so the 

build and simulation processes can occur on similar timescales. 

 

6.1.3 Supply-Chain Participation, Federated Learning 
 

Roadmap B4. Mature data infrastructure to enable AI/ML training on distributed datasets. 

The discussion thus far has focused on one “vertical slice” of the solution, a specific tech stack 

between identified partners with existing relationships who are performing this research 

collaboratively. It has assumed materials that are relatively well-studied using AM techniques 

which are comparatively well-understood. Building out this understanding to new materials and 

processes will require a distributed approach amongst many organizations, many of whom are 

commercial competitors with a vested interest in maintaining privacy and control of their IP in 

the form of their data. Highly controlled DoD technical data packages requiring robust 

cybersecurity provide further challenges and centralizing these datasets into one monolithic 

repository increases the impact risk should it be compromised. 

 

Federated learning (Konečný et. al) is an approach where the goal is to train a high-quality 

centralized model on distributed, decentralized training data distributed over many 
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clients/sources. A training model is deployed to the data source, training occurs within the local 

compute environment, and the training results are transmitted back to the central server. 

Encryption, layer masking, and secure aggregation approaches should be employed to ensure 

that no one data source can be reconstaructed from the trained model. This form of 

collaborative learning is a promising approach for extension of understanding to new AM 

platforms, material types, and use cases. Incorporating the infrastructure for federated learning 

into the centralized data repository system will enable academic and commercial entities to 

perform their own value-add research and model development within a community of users and 

advance consensus while retaining the ability to benefit from their intellectual property and 

investments. 

 

6.2 ICME & Other Physics-Based Support for Cross Validation 
 

Roadmap B3. Generate synthetic data to fill in portions of the dataset which are insufficient. 

Roadmap B5. Integrate AI/ML models and ICME into a closed-loop unified toolchain. 

6.2.1 Physics-Based Features  
 
A common way to integrate ICME into AI/ML methods is to introduce predictions from ICME 

models as parameters or features during the training process. Such parameters typically come 

from models that are computationally inexpensive such as fundamental properties from 

analytical equations or thermophysical and microstructural quantities from CALculation of 

PHAse Diagrams (CALPHAD) calculations. These parameters are then added to the training set 

with traditional parameters such as known priors or direct measurements (ex. composition, 

temperature, process variables). The same ICME parameters must also be computed for any 

new evaluations during use of the trained model.  

Including physics-based features from ICME can improve model accuracy by introducing 

important intermediate or latent variables that would otherwise be unmeasured and therefore 

excluded from the training set. For example, measuring the microstructure of a printed 

component is a destructive process that is often expensive and time consuming. However, 

CALPHAD estimates of phase fraction or precipitate size can be evaluated relatively efficiently 

and have strong causal relationships with important properties like strength and fatigue. 

 

6.2.2 Symbolic Regression 
 
The inability to interpret how an ML model is making predictions and consequently the doubt 

raised over the models’ scope, accuracy, or suitability are significant barriers to widespread 

adoption of AI/ML methods in qualification. In contrast, ICME models have clearly stated 

assumptions and mathematically defined analytical equations that can be verified and validated 

independently. One way the strengths of both AI/ML and ICME can be combined is through 

Symbolic Regression. Symbolic Regression is an ML technique that seeks to create 

interpretable analytical equations that can predict desired quantities from the specified 

parameters or features. In general, these methods can ingest a large number of candidate 

parameters and return the analytical equation with the best predictive performance using only 

the most descriptive parameters. The resulting equations can be easily interrogated for 



 

 
Technical Report | Roadmap for Use of AI/ML and Deep Learning in Qualification and Certification of AM Parts June 
3, 2024  32 

1415 N. Cherry Avenue 

Chicago, IL 60642 

(312) 281-6900 

mxdusa.org 

@mxdinnovates 

info@uilabs.org 

underlying assumptions and relationships between each parameter and the prediction, leading 

to more trust in the model’s strengths and weaknesses. Symbolic Regression has already been 

successfully applied to several materials problems including the fundamental properties of 

crystal structures (Ouyang et al., 2019) as well as crystal plasticity (Bomarito et al., 2021). 

 

6.2.3 Model Verification & Validation 
 
Just like more traditional ICME models, AI/ML models must also undergo the same Verification 

and Validation (V&V) process explained within the Task 4 Summary Report Section 2 to 

become a trusted tool in qualification workflows. As further detailed in Section 2.3, the three 

primary steps of Model V&V are Code Verification, Model Verification, and Results Validation. In 

general, AI/ML models must follow the same procedures, but they face several challenges in 

achieving the same level of confidence as more traditional models. 

 

Code and Model Verification is similar in AI/ML models as in other models or software but differs 

in that it provides proportionally less confidence. In traditional models, the fundamental scientific 

theory behind the model is represented directly as code so a thorough review of the code can 

provide confidence that the model is a proper representation of the theory and its corresponding 

limitations. In AI/ML models, code review can indicate that training data has been correctly 

transformed and that the procedures of the ML algorithm were accurately followed to arrive at a 

model that performs best to the stated metrics, but this review does not generally lend any 

confidence to the accuracy of applicability of the model. Because AI/ML models are data-based, 

the underlying mechanisms behind predictions are generally “black box” or uninterpretable. As 

such, confidence in an ML model is primarily achieved through validation.  

 

Fortunately, Results Validation is one aspect of the V&V process that is well-studied in all 

applications of AI/ML and some best practices have been established in the AI/ML community 

after decades of research. Because AI/ML models are largely created from experimental data, 

results validation is inherent to the training process. Critical to the validation of AI/ML models is 

the distinction between training data and testing data. AI/ML models are fit to training data, so 

predictive accuracy on the training data is not a good indicator of how the model will perform on 

new inputs due to the risk of overfitting. AI/ML modelers traditionally use a separate set of data, 

the testing set, to assess the accuracy of the model. One challenge when partitioning data 

between a training set and a testing set is that the predictive performance of the model will 

generally increase with larger training sets. Cross-validation, wherein model accuracy is 

assessed iteratively across many different partitions of the training and testing sets, is a 

common method to assess model accuracy for a model that will ultimately be trained on all the 

data. 

 

In addition to accuracy, the scope or suitability of an AI/ML model to certain tasks or input 

spaces is also often difficult to assess. Unlike traditional models whose scope is often a 

consequence of the stated assumptions in the underlying theory, the scope of an AI/ML model 

can generally only be assessed by its performance on testing data. The predictive performance 

of the model in spaces outside the scope of the testing data cannot be reliably estimated. As 



 

 
Technical Report | Roadmap for Use of AI/ML and Deep Learning in Qualification and Certification of AM Parts June 
3, 2024  33 

1415 N. Cherry Avenue 

Chicago, IL 60642 

(312) 281-6900 

mxdusa.org 

@mxdinnovates 

info@uilabs.org 

such, constructing a testing set that is holistically representative of all potential inputs during the 

usage of the model is critical to achieving confidence. 

 
 

6.3 Downscaled & Pre-Trained Models 
 

Task B5. Integrate AI/ML models and ICME into a closed-loop unified toolchain. 

6.3.1 Surrogate Modeling 
One of the most common ways AI/ML methods have advanced ICME in recent years is the use 

of surrogate modeling in ICME workflows. Put succinctly, surrogate modeling is the replacement 

of a computationally expensive ICME model with an AI/ML surrogate that is much faster to 

evaluate. Reducing the computational expense of ICME models is a significant enabler for 

complex ICME workflows and multi-scale modeling. 

For example, it is widely thought that surrogate modeling is a critical technology needed to 

enable high-fidelity multi-scale simulations of the additive manufacturing process (Gunasegaram 

et al., 2021). In such a simulation, smaller scale high-fidelity simulations like Phase Field or 

Cellular Automata could be conducted for a representative set of laser modes and boundary 

conditions to create an ML surrogate. The ML surrogate could then be applied to the entire 

domain to predict detailed grain morphologies for the full build that can inform location-specific 

properties, defects, and potential points of failure.  

The proposed approach for the efficient ICME adoption and the optimum value proposition is to 

conduct macroscopic simulation solving physics first, and then focus on the critical areas. The 

outputs from macro-scale modeling can then be used to conduct microscopic and mesoscale 

modeling.  The example provided below demonstrates an output of a macroscopic simulation of 

components produced in Task 3.5A via an LB-PBF process of IN718 assuming multi laser 

processing, using the experimental process parameters of Build #1 - laser power, speed, 

accelerated cycle time, layer thickness; predicting overall temperature and solidification rates in 

the printed metal test bar parts (Fig. 10) as well as in the powder bed (Fig. 11).  The 

temperature predicted by ICME came very close to the powder bed temperature measure in 

various Build #1 results.  If the real-world result of the process is captured via in-situ process 

monitoring (ex. melt pool temperature via IR camera) then these prior assumptions can be 

validated. It is also possible to re-run the simulation based on the real-world data from prior 

production phases to update the model’s expected outputs which provides the foundation for 

real-time process control.  

In the example below, Fig. 12 is microscopic modeling of the first two layers in the critical gauge 

area of the test bar where properties are measured.  Artificial thermocouples / sensors can be 

placed in these critical areas to capture local solidification and cooling rates, which in turn 

predict the microstructure and properties. 
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Figure 10: 3D Thermal profile of LB-PBF IN718 Build #1 by macrosimulation. Image generated via PDA LLC 
proprietary ICME tools. 

 

Figure 11: 3D Thermal profile in the metal and powder bed at mid built height in critical areas (gauge region of the 
test bars) by macrosimulation. Image generated via PDA LLC proprietary ICME tools. 
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Figure 12: Micro-modeling of two layers in the test bar gauge area of LB-PBF IN718. Image generated via PDA LLC 
proprietary ICME tools. 

 

6.4 Reduced Inspection and Testing for Qualification and Certification 
 

Roadmap B6. Demonstrate a hybrid approach to achieve same confidence with fewer samples. 

Once a sufficient infrastructure is established, AI/ML models are trained, and ICME simulations 

are integrated then this hybrid model-based qualification approach can be compared to the 

existing qualification regimen. The “lowest hanging fruit” are likely those use cases which are 

relatively well understood and for which a qualified/certified process with a fully pedigreed 

technical data package already exists. 

Delta Qualification and Production Scaling/Tech Transfer are two high-value, comparatively low-

complexity use cases. Requalifying an existing system when changes are made is expensive 

and time-consuming under the current state and this effort is not well-targeted to the actual risks 

or deviations which may be present in the produced component. A parallel approach project 

which performs DeltaQual via both legacy methods and hybrid model-based approaches could 

demonstrate a more efficient approach where a trained model of the system running in good 

order from prior to the change is compared to the system performance after the change in order 

to reduce or focus testing and inspection efforts. 

Another high value use case is production scaling/tech transfer from R&D to full-scale volumes 

or distributed production. A robust dataset and well-trained models could be produced during 

the R&D phase which is then compared to in-situ monitoring and system performance at a 

different site. Both tasks demonstrate an incremental approach to building trust in these 

systems in low-risk activities and direct comparison with the current state of the art. 
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7 DESIRED FUTURE STATE AND “BORN CERTIFIED” 

7.1 Scale-Out and Broad Industry Participation 
 

Roadmap C1. Generate large volumes of synthetic data validated against small “minimum 

viable” real world datasets to cover the full domain of the problem space. 

The solution and toolchain described in this roadmap will be developed, implemented, and 

tested in prior phases against relatively well understood processes and materials. This is 

sensible from the standpoint of bounding this complex problem space into a toolchain that 

demonstrates sufficient capability that its outputs can be trusted to provide an accurate 

prediction of output quality. 

Covering the full domain of additive manufacturing will require substantial outside participation 

by a broad range of researchers, industry participants, and stakeholders. Datasets must be 

expanded to cover diverse materials including less well-understood metals, plastics, and 

composites. At the materials characterization level, academic institutions and Federally Funded 

Research and Development Centers (FFRDCs) are well suited to performing this type of 

research. Providing these organizations access to a system which reduces the significant 

mapping, integration, and overhead effort of data acquisition and management will enable them 

to focus their efforts on the generation of valuable data and analysis. 

Additive manufacturing is still a comparatively new technology and new methods, production 

systems, and techniques are constantly being developed by the OEM machine builders. These 

OEMs are directly incentivized to better understand their own system performance and many 

already sell value-add services to extract data or analytics from their machinery. These trained 

models could serve as equivalent system-quality or health check procedures, analogous to 

placing a dial gauge on a lathe to check runout and therefore gauge whether that machine is 

likely to produce good parts. An AM-machine OEM has vested interest in understanding the 

real-world performance of their install base and “analytics as a service” has proven to be one 

mechanism by which these data flows can be established. 

The infrastructure described in prior phases of the roadmap is an enabler for this type of broad 

engagement. This massive and iterative scale-out problem can be addressed incrementally 

using interoperable data models, common semantic formats, and distributed learning as 

described in prior roadmap phases. Augmenting the expertise of researchers and 

manufacturers with a trustworthy toolchain which can generate the synthetic data needed to “fill 

in the gaps” will be an important catalyst for these activities. 

 

7.2 Causative Learning with Data Model Ontologies, Graph Knowledge, and 

Large Language Models, and Counterfactuals 
 

Roadmap C2. Leverage graph knowledge and LLMs to build causative knowledge of AM data 

elements as relates to output quality. 

Classical Bayesian Machine Learning (ML) methodologies are reliant on Bayes’ theorem to 

compute conditional probabilities—the likelihood of an event occurring, given the prior 

occurrence of another event. Their scope is generally limited to classification and regression 
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within the purview of their training sets. Deep learning and other techniques reduced the amount 

of upfront work by automating feature detection. These techniques are still limited to their 

trained data and do not provide causative relationships between observations and outcomes. It 

is not possible to express what happens if a model parameter is changed (Pearl, 2018). 

It is often valuable for comprehension to explore some illustrative examples to show how 

correlation fails—for example, shark attacks and ice cream sales. There is a strong correlation 

between ice cream sales and shark attacks that would lead an observer to the belief that buying 

more ice cream increases the likelihood of being attacked by a shark. This relationship is 

obviously untrue, but the data suggests such a relationship exists. Since correlations are 

bidirectional, it could also imply that aggression in sharks leads to more ice cream purchases 

(Vigen). 

This confusion occurs because the model needs data outside of the training set. The creation of 

confounding variables can aid in modeling/capture of these unobservable events or expand the 

model to incorporate more data like temperatures and beach capacity. This methodology also 

draws out the underlying truth that in many cases causality is unidirectional. For instance, 

although the data show that temperature and ice cream sales correlate, the model must account 

for the fact that buying more ice cream does not increase the temperature. 

Within the realm of big data, the “5 V’s Model” (Variability, Volume, Velocity, Value & Veracity) 

(Jain, 2020) demonstrates that more data does not necessarily result in better modeling of 

events. Smaller datasets be more valuable than larger ones if they cover a broader domain of 

the problem space with quantified variability. This is the objective of experimental design in 

research and this thought concept can be extended to the creation of synthetic data, 

counterfactuals, and surrogate modeling. 

Causal graphs are a set of nodes based on observable, controllable, and unobservable 

variables in the model. The graph is based on domain knowledge, meaning it is not learned but 

created by domain experts who know the relationship between various inputs. The goal is 

discovery and down-selection for sets of independent variables which can be controlled to 

change outcomes and therefore provide business value. Collecting data that is not actionable or 

does not have a causal impact that is important to the business owner is (Pearl, 2018). 

Data scientists often focus on available data without considering the downstream cost and 

potential value. Projects often fail because the analytics must correctly identify the control 

variables to avoid underfitting. In the opposite failure case of overfitting, predictions rely too 

heavily on observations that correlate with historical events and do not factor in additional 

variables that may be the causes or controllable inputs. Often, the outcome is bands of 

measurements considered safe zones and often known to engineers already (Pearl, 2009). 

The state of the art for AI has advanced recently where new techniques like Retrieval 

Augmented Generation (RAG)(Yu, 2022) and Mixture of Experts (MoE)(Masoudnia & 

Ebrahimpour, 2014) approaches have solved issues related to reducing hallucinations by 

introducing curation of trusted source material (RAG) and using pre-trained expert models with 

routing (MoE) to create better results without exponentially expanding the number of factors in 

the model.  

Other techniques have proven effective in industrial machine learning, like physics-enhanced 

deep learning, when evaluating systems with dynamics and other properties easier to express 
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as differential equations than training models to understand physical behaviors (Pestourie et al., 

2023). 

Another important aspect of analytics is time-dimensional data streaming from sensors. 

Streaming measurements and observations are problematic for models that assume that the 

information is available at one time and from one viewpoint. Streaming data analysis requires 

interval extraction and classification from the stream and an iterative approach using Complex 

Event Processing (CEP) and Machine Learning techniques to relate the observed events to 

their semantic meaning (Farahani et al., 2023). 

Large Language Models (LLM), like GPT, can be applied with the other methods described 

above to achieve better results and reduce resource consumption since purpose-built models 

are often faster and more efficient than a general-purpose language model. An exciting 

technique uses a combination of knowledge graph databases, ontologies for term definitions, 

and LLMs to provide natural language queries of the ontology to increase the accuracy using 

axioms and logic to verify the results (Yu, 2022). 

Ontologically structured knowledge graphs of data have shown value in various industrial 

domains. As mentioned in the discussion on causality, ontologies can represent causal 

relationships using causal graphs to provide the necessary connections to understand why 

something happened and how a change would affect the outcome.   

 

7.3 Risk-Informed Qualification / Context Acceptable Risk 
 

Roadmap C3. Demonstrate the ability of an AM system with a pre-trained model of operation to 

produce a trustworthy estimate of component quality or fatigue life. 

For a certificatory body, the perspective is naturally directed towards the downside risk of a 

component failing to meet its specifications or requirements. This leads to locally rational and 

efficient choices such as relying on “tried and true” make/break testing and the strict control of 

processing parameters once those have been demonstrated to repeatably produce good parts. 

However, these choices are often inefficient and detrimental when viewed systemically because 

they do not consider the opportunity costs associated. As a simplistic and evocative example, 

an additively manufactured bulletproof shield that only lasts a few days might still save your life. 

A commander in the field must accept many operational risks as part of their command, sending 

fellow warfighters into harm’s way as necessary to achieve their mission. Within the current 

paradigm, materiel is manufactured and decisions made about its acceptability far away from 

the theater in which it is used. Additive manufacturing provides capabilities to shift the 

manufacturing much closer to the end user, providing “point-of-need” support to warfighters in 

contested environments. This could have a fundamental impact on supply chains and logistics, 

which are notoriously difficult to predict, occur over extended timescales, and span large 

distances which leaves them vulnerable to disruption or misalignment to current operational 

needs. System providers have already responded to this opportunity and need, such as by 

developing AM manufacturing cells that are housed within a shipping container and can be 

deployed to forward operating locations (SAMM Tech US Patent No. 10,434,712 B1). 

While these systems can produce parts, there are several outstanding challenges for them to 

achieve full maturity. Cybersecurity risks must be addressed, as the technical data packages 
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necessary to produce these components are often Controlled Unclassified Information (CUI) or 

International Traffic in Arms Regulations (ITAR) controlled. Additionally, these parts are not able 

to be qualified or certified in the current state. The development of closed-loop in situ monitoring 

and analysis provides a pathway towards characterizing the performance of these components 

in a useful way. It is not always necessary for a field-manufactured part to match the full-life 

requirements of the specification—but only if the expected performance can be quantified and 

communicated to the end user. In the absence of qualification and certificatory body 

involvement, it is unclear who has the authority to accept the risk.? 

One promising area of future development is in the creation of downscaled, pre-trained AI/ML 

models of operation that are trained on the qualified system for production which resides away 

from the combat theater. These models could be encrypted, packaged, and shipped along with 

the production platform itself in order to provide a quantified risk estimate for performance. 

Another approach is the direct streaming of production data to the AM platform just as it is 

needed while process parameters/in-situ monitoring data is likewise streamed back for analytics 

purposes. There are issues of connectivity and bandwidth to be addressed but many of these 

same issues are the targets of dimensionality reduction or data compression efforts in earlier 

phases of the roadmap and may be achievable after fundamental efforts are completed. 

Among AM parts one of the greatest causes for concern among certificatory bodies is the 

existence of internal defects which reduce the fatigue life of the component. If potential 

reductions to fatigue life are quantified through model-based and in-situ monitoring approaches, 

this provides the capability of easing supply chain issues through the point-of-need creation of 

“good enough” components which are used temporarily until the long-term component can be 

received from centralized manufacturing. The end user could string together multiple short-life 

components to meet their operational needs, balancing risk of failure with risk of absence. 
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8 CONCLUSION AND SUMMARY 

Achieving the many potential operational and logistical benefits of utilizing additively 

manufactured parts in critical applications will require multidisciplinary involvement and research 

across the QualCert community. Current-state processes are based on a paradigm of qualifying 

materials “in advance” and then following coupon to part to system correspondence. AM 

systems create the material properties simultaneously with the geometric and functional 

features of the part and are therefore not well suited to this paradigm. It is not desirable or 

efficient to spend a year qualifying components which took only days or weeks to make. 

 

Introduction of model-based and hybrid qualification approaches into this paradigm has the 

potential to dramatically increase the velocity of needed components moving from design to 

production to usage in the field. Doing so safely will require a disciplined, stepwise approach 

that first secures the foundation of data infrastructure and model validation to develop a good 

understanding of which parameters are most critical to quality. Developing this understanding 

within a subset of the domain is possible through the construction of a secure data repository 

which lays the groundwork for AI/ML development, integration with physics-supported tools like 

ICME, and implementation of security layers and user-interfaces. 

 

Once the toolchain is established and integrated, this methodology must be demonstrated as a 

credible method to augment the existing paradigm. Proving that these methods can achieve the 

same level of confidence with fewer samples/tests as the statistical methods used in the legacy 

qualification approach will solidify the business case and incorporate QualCert stakeholders into 

the process to inform it further. This will require collaboration across the supply chain on both an 

operational level to align on semantic data inputs and on a technological level to enable 

centralized model training on distributed datasets. Use cases which are comparatively less 

complex such as delta qualification should be the first targeted. 

 

Lastly, this “vertical slice” of the solution must be expanded across the broad range of materials, 

systems, processes, and partners who make up the full problem space. This scale-out should 

be informed by lessons learned in prior roadmap steps. One dimension of the challenge is 

extending the breadth of model understanding to, for instance, materials that are not currently 

well characterized. The second dimension is increasing the depth of model knowledge and 

causative understanding, where promising emerging research such as graph/LLM paired 

systems may prove instrumental. Only once a trustworthy estimate of component functional 

performance can be directly generated from in-situ monitoring, predictions/simulations, and 

validated models can the dream of “born certified” become a reality.  
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9 APPENDICES 

9.1 Appendix A: Abbreviations / Acronyms 
What follows are a set of definitions, terms, and acronyms used in this document. These 
definitions were gathered from various source including the internet, reference papers, 
standards organizations, and the authors of these documents. 

 

Abbreviation Term Abbreviation Term 
AI Artificial intelligence LB-PBF Laser beam powder bed 

fusion 

AM Additive manufacturing LLM Large language model 
CALPHAD CALculation of PHase 

Diagrams 
MDI Mean decrease in 

impurities 
CDD Common data dictionary MoE Mixture of experts 
CDM Common data model ML Machine Learning 
CDEF Common data exchange 

format 
NRE Non-recurring engineering 

CEP Complex events 
processing 

PLC Programmable logic 
controller 

CUI Controlled unclassified 
information 

PTP Precision time protocol 

DED Directed energy deposition QualCert Qualification and 
certification 

DeltaQual Delta qualification RAG Retrieval augmented 
generation 

DoD Department of defense TRL Technology readiness level 
Grad-CAM Gradient-weighted class 

activation mapping 
TSN Time sensitive networking 

GPT Generative pre-trained 
[model] 

VAE Variational autoencoders 

ICME Integrated computational 
materials engineering 

V&V Validation and verification 

ITAR International Traffic in 
Arms Regulations 
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9.3 Appendix C: Examples of AI/ML in Additive Manufacturing 

9.3.1 Examples of Data Transformation 
 

To draw correlations between input parameters and process signatures in supervised machine 

learning (ML) analysis requires data transformation. In the study presented, Kozjek et al. (2022) 

and Kozjek et al. (2023b) demonstrate data transformation in the context of investigating the 

relationship between input toolpath input parameters and the melt pool temperature for a laser 

beam powder bed fusion (LB-PBF) process. The raw input data for the ML model in this study is 

in the form of absolute coordinate points along the toolpath. However, this data is not suitable 

for predicting melt pool temperature variations based on the input toolpath due to the lack of 

context. Therefore, the raw toolpath sequence data needed to be transformed so that it 

describes the general toolpath characteristics and geometrical features of the part that are 

expected to influence the melt pool temperature because of its interaction with those features. 

The individual instance description for the ML model (x) in Kozjek et al. (2022) and Kozjek et al. 

(2023b) contains four main parts. The first, scanning speed, because they used two different 

scanning speeds in this study to understand what if any impacts it could have. The second 

instance is, solid distribution features (sd), which describe how the solid material is distributed 

around the observed toolpath point. As described earlier this will have a critical impact on the 

laser melt pool. The third instance is, edge detection features (ed), which are designed to detect 

the proximity of edges/walls or thin sections of the part. The last instance is, laser time features 

(lt), which describe the laser scan pattern, that can determine the amount of preheating, which 

is known to significantly affect the melt pool temperature (see Fig. 13). In this study, the 

surrounding solid material regions are determined by knowing the toolpath coordinates from 

previous layers. 
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Figure 13: (a) Solid distribution (sd) and edge detection (ed), and (b) laser time (lt) features (Kozjek et al., 2022; 
Kozjek et al., 2023b). 

 

9.3.2 Examples of Data Fusion  
To successfully investigate the dependencies among variables in ML, large amounts of data is 

required. In the absence of a continuous set of data it is possible to combine different data sets 

together known as data fusion. Data fusion requires the spatial alignment or synchronization of 

data points. The data fusion process can be simple in some cases, as demonstrated in the 

study conducted by Carter et al. (2023), where X-ray in-situ images were synchronized with 

coaxial diode-pyrometer measurements using the X-ray imaging camera trigger signal (Fig. 14). 

However, in other cases, data fusion can be much more challenging, as in Kozjek et al.'s 



 

 
Technical Report | Roadmap for Use of AI/ML and Deep Learning in Qualification and Certification of AM Parts June 
3, 2024  47 

1415 N. Cherry Avenue 

Chicago, IL 60642 

(312) 281-6900 

mxdusa.org 

@mxdinnovates 

info@uilabs.org 

(2023a) study, where machine input toolpath commands, on-axis intensity monitoring, and 

Computed Tomography (CT) scan measurement data were fused together at the part level 

(Figure 15). The method was able to handle dynamic changes in the input of process 

parameters and is suitable for merging data where there is no temporal synchronization 

between the machine commands and the monitoring system. It also presents a practical 

solution for organizing and storing the fused data. The results show that the method can 

spatially align all three different types of data and find the corresponding input toolpath 

command for each measurement point. 

The field of metal additive manufacturing has already developed and investigated several data 

fusion methods, as described in Kozjek et al. (2023a) and are listed in Table 3. 

 

 

Figure 14: X-ray in-situ images synchronize with coaxial diode-pyrometer measurements. 
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Figure 15: Challenges of part-level data fusion of LB-PBF process data (Kozjek et al., 2023a) 
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Table 3: Examples of data fusion in metal additive manufacturing (Kozjek et al., 2023a). 
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